Web Protection

feature available withTeam IT°PRMM

Day | Website | Category | Actions ~
Website ~ Reputation Risk Pri
analytics.ff.avast.com 81 Trustworthy Ca
ccleaner.tools.avedn.net 74 Low Risk Cq
emupdate.avcdn.net 74 Low Risk Ca
go.microsoft.com 88 Trustworthy Bu
ieonlinews.microsoft.com 88 Trustworthy Bu
ip-info.ff.avast.com 81 Trustworthy Ca
ocsp.digicert.com 96 Trustworthy Ca
settings-win.data.microsoft.com 88 Trustworthy Bu

Web-based threats are growing more complex and increasing in

number. Phishing sites, drive-by malware sites, or even adware

onlegitimate sitesalllookinnocentenough—butadatabreach

may be only a click away. DID YOU KNOW

, 4% of people will click on any
A successful attack may take only seconds, but the downtime

it causes can be catastrophic, potentially affecting you and given phishing campaign.
potentially your customers’ business, and damaging your
reputation. Protect yourself today from a single, easy-to-use,

web-based console.

PROTECT THE IT YOU MANAGE STAY IN CONTROL

» Access controls — Keep users away from malicious sites » Custom policies — Use the default policies or create your

i ) own for desktops, laptops, or servers
» Threat protection — Protect against malware downloads,

phishing, adware, botnets, and spam threats » Custom URLSs — Add custom URLs to ‘dial-in’ protection
» Monitor bandwidth — Monitor daily usage with automated » Site blacklists — Define and enforce browsing policies that
checks and alerts keep users away from social media, web-based personal

email, gaming, or other non-work related sites
» Threat Intelligence — continually updated Webroot®

BrightCloud®intelligence keeps protection up to date » Time-based browsing policies—Modify backlist policiesto
allow users to visit sites outside of business hours

TEAMIT
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* “2018 Data Breach Investigations Report,” Verizon. https://www.verizonenterprise.com/verizon-insights-lab/dbir/ (Accessed November 2018).
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